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DEPARTMENT OF THE AIR FORCE
HEADQUARTERS AIR FORCE COMMUNICATIONS AGENCY (AFCA)
SCOTT AIR FORCE BASE, ILLINOIS

MEMORANDUM FOR AFMC/MSG DEC 2 9 2005

FROM: HQ AFCA/EV
203 West Losey Street Room 2100
Scott AFB IL 62225-5222

SUBJECT: Certificate of Networthiness (CoN) for Automated Technical Order
Management System (ATOMS (D359)) Version 2.3

References: (a) System Security Authorization Agreement (SSAA), 25 Oct 05
(b) Approval To Operate (ATO), 26 Feb 04 (expires 26 Feb 07)
(c) Previous CoN: CoN1-2000391-281004-00-0

1. ATOMS (D359) version 2.3 is compliant with Air Force policy and is hereby issued
Certificate of Networthiness (CoN) number CoN1-2000391-151205-00-0.

2. A desktop assessment determined the overall risk rating for ATOMS (D359) version
2.3 is low and does not adversely impact the security, network compatibility, and
interoperability of the Air Force Terrestrial, Air, and Space Communications Network.

3. The previously approved Ports, Protocols and Services (PPS) for ATOMS (D359)
version 2.0 (attached) are still applicable to this version.

4. This CoN is for this version only. The Program Manager must notify the POC below
of any subsequent releases or changes to the system'’s security, interoperability, or
sustainability to determine if a new networthiness assessment is required.

5. This does not preclude the mandatory DoD requirement for development and
maintenance of the SSAA and the Information Support Plan (ISP). IAW AFI 33-202, the
applicable site, network, or system SSAA must be developed or updated to reflect this
implementation.

6. My POC for ATOMS (D359) is Kay Dills, HQ AFCA/EVSS, DSN 779-6291 or e-mail:

afca.evss@scott.af.mil.
g@lD D. M%éTON, GS-15, DAF

Director, Assessments and Validation

Attachment:
Approved ATOMS (D359) 2.0 PPS

cc:
MAJCOM CtO Offices
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ATTACHMENT: APPROVED AUTOMATED TECHNICAL ORDER MANAGEMENT SYSTEM

(ATOMS (D359)) 2.0 PORTS, PROTOCOLS AND SERVICES (PPS), 21 OcT 03

(APPLICABLE TO ATOMS (D359) 2.3, 14 DEC 05)

Direction

. o Area of Operation Usage
Pori(s) | Protocol | Service Description and Purpose (Provide general source and destination endpoints) Inégﬁt’ Period
2021 | Tcp | Frp | Sending Technical Order Used for the AIG Interface Both | Indef

Publication Requests

Sending Tech Order Publication | Used to send orders from TODAs to TODOs and
25 TCP SMTP Requests and related data from contractor TODOs to their Contracting Officer Both Indef
443 TCP HTTPS | Secure web access. Used for the AFTOX interface Both Indef
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